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August 20, 2004

RE: 
Urgent Request to Restore Protections for Victims of Domestic Violence in HUD Standards on Homeless Management Information Systems

The Honorable George W. Bush

The White House

1600 Pennsylvania Avenue NW

Washington, DC  20500

The Honorable Alphonso Jackson

Department of Housing and Urban Development

451 Seventh Street SW

Washington, DC  20410

 Dear President Bush and Secretary Jackson, 

On behalf of the over 3,000 domestic violence programs and battered women’s shelters nationwide, the National Coalition Against Domestic Violence (NCADV) respectfully urges the Department of Housing and Urban Development to restore life-saving protections for victims of domestic violence in the recently released Standards for Homeless Management Information Systems (HMIS). We know that you and your administration are committed to ending violence against women and children. Restoring these critical provisions will help you accomplish this very important goal.

According to a study conducted by the National Institute of Justice (NIJ) and the Centers for Disease Control (CDC) and Prevention, approximately 4.9 million intimate partner rapes and physical assaults are perpetrated against U.S. women annually. Women who were physically assaulted by an intimate partner averaged 6.9 physical assaults per year by the same partner. 
Women are at an increased risk of harm shortly after separation from an abusive partner and a National Institute of Justice study found that 503,485 women are stalked by an intimate partner annually in the United States. Women are stalked in their homes, at school, at their workplace and often are located due to their abuser discovering their location through the use of technology such as cell phones, on-line records, emails, and through internet search engines. Some abusers also have access to restricted databases such as law enforcement officers, government officials, utility company employees and business owners who have access to personally identifying information. Many states have passed confidentially laws and instituted address confidentiality programs to assist in further protecting victims from their abusers. 
Battered women who succeed in leaving their abusers live in constant fear of being found. They obtain restraining orders or often relocate hundreds of miles from their abuser in order to save their own lives. Fortunately domestic violence shelters create a safe-haven for domestic violence victims. Domestic Violence Shelters are places where victims must be allowed to keep their identities and location confidential. Victims’ lives depend on this confidentiality and no shelter should be required or encouraged to compromise victim safety by releasing information on their location.  

In 2001, the Veterans’ Affairs, Housing and Urban Development Appropriations Conference Committee, Report 106-988, directed the Department of Housing and Urban Development (HUD) to collect data on the extent of homelessness at a local level.  The directive was intended to provide a more truly unduplicated count of homeless persons and to understand how to effectively meet their needs. Broadly interpreting this laudable directive, HUD proposed federal standards to require HUD-funded entities to implement local Homeless Management Information Systems (HMIS), complex databases for collecting, tracking and sharing comprehensive personally identifiable data about individuals who use services for the homeless, including battered women. 

HUD released proposed HMIS standards for public comment on July 22, 2003. These proposed standards recognized the risk to victims and provided a crucial exemption for domestic violence shelters, allowing them to provide non-identifying information about all victims. The proposed standards also granted any service provider an exemption from entering victim-identifying data for individual victims using other services such as food pantries and transitional housing programs. NCADV applauded HUD for these efforts and fully supported these protective measures. However, the final HMIS standards released July 30, 2004 remove this previously granted exemption for victims of domestic violence. 

The removal of these specific and life-saving protections for victims will endanger victims of domestic violence.  These final standards will make it easier for abusers to gain access to sensitive information, allowing abusers to locate their victims and continue the abuse or in some cases murder their victim.  The HUD standards require entire communities and states to compile and share with hundreds or even thousands of users, a victim’s exact location, social security number, and other sensitive, personally identifying information.  As a national leader on domestic violence issues, NCADV has heard numerous stories where women are “hunted” by their abuser as a direct result of their abuser obtaining such information. We plead to you not to let one victim of domestic violence suffer such threats or even die in the name of better data collection.  

Security measures proposed by HMIS software vendors are not adequate to prevent external security breaches. Highly dangerous and motivated stalkers can purchase software on the Internet that will help them hack into almost any database. FBI and independent security firm studies show extensive breaches are occurring even in private corporations with highly skilled information security departments such as Microsoft, the world’s leading technology manufacturer. We have seen where teenagers are smart enough to hack into the FBI and CIA website. What makes us think that a batterer, wishing to harm or kill an intimate partner, would not do the same? Even more alarming, there is no firewall or security measure that will protect a victim fleeing an abuser who works for an agency in the local continuum of care or has contacts with someone within this system.  Such agencies include a large number of non-profits, the housing authorities, data collection software providers, or law enforcement agencies. FBI studies show that over 75% of security breaches are internal – a legitimate authorized user breaches security. Even when abusers do not have contacts in the system they can still gain access to information.  It is common for perpetrators to impersonate law enforcement or social services when calling shelters and agencies trying to track down their victims
If victims of domestic violence and their service providers are granted an exemption from providing client-identifying data into HMIS, Congress’ and HUD’s goals will still be met.  It is entirely possible to meet the Congressional directive cheaply, efficiently, and without putting even one victim’s life on the line by allowing shelters to collect aggregate data or using multiple and coordinated community-wide “point in time” counts.  Congress requested an unduplicated count and the ability to analyze trends in homelessness.  NCADV and numerous other national organizations have proposed a variety of simple solutions and have been actively discussing alternatives with HUD. For example, shelters could submit aggregate data, which provides rich detail about the demographics and needs of the homeless population without violating the confidentiality of families in danger. To analyze larger trends, much better data would be gathered by simply talking to clients.  Anonymous surveys will provide a rich understanding of how individuals became homeless and what barriers exist to stable housing.  

Thirty years ago when battered women’s shelters first opened, advocates promised victims that we would never jeopardize their confidentiality, safety, or security.  HUD can achieve its goal of obtaining an unduplicated count of homeless individuals with less invasive and less costly methods that offer greater protection for victims. We urge HUD to reinstate the critical protections for victims who desperately need HUD funded housing and shelter, but not at the cost of their very lives. HUD should restore the previously granted exemption for all domestic violence service providers and individual victims of domestic violence, permitting them to participate in HMIS without divulging any confidential information or putting their lives in danger. 

On behalf of domestic violence shelter programs and battered women nationwide, we appeal to you to urgently make these changes. Should you need any additional information or would to discuss this issue with our organization please do not hesitate to call me at 303-839-1852 x105.

Thank you,

Rita Smith

Executive Director
NCADV Public Policy Office ( 1633 Q Street NW #210 ( Washington, DC 20009 ( (202) 745-1211 ( Fax: (202) 745-0088 publicpolicy@ncadv.org


